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Tricksters in white lab coats
and phishing emails: Be wary of
coronavirus-related scams,

officials warn |
S swsns .
Jordan Culver USA TODAY

Published 8:22 p.m. ET Mar. 23, 2020 | Updated 12:23 p.m. ET Mar. 24, 2020

Coronavirus pandemic creates "perfect
storm' for cybercriminals to exploit

people working from home: Experts
deSIQHDATA Employees unfamiliar with remote work can be particularly vulnerable.




WORKING FROM
HOME: Cybersecurity
Best Practices

Scott Richards | March 26, 2020
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AGENDA

1@ General Cybersecurity Best Practices

o=l Email Security Best Practices

( ------- - ) Password Security Best Practices
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General Computer Security Tips
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The Big 4

Keep all software, apps, browsers, hardware, etc. on the most current
version

ese00 Verizon LTE

About Windows < Gene

am Windows10

Network

Microsoft Windows
Version 1709 (OS5 Build 16299.431) 1
@ 2017 Microsoft Corporation. All rights reserved.

The Windows 10 Enterprise operating system and its user interface are
protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

Songs

Videos
Photos
Applications
Capacity

This product is licensed under the Microsoft Software License
Terms to: Available

|
fanen o33 cdoea]
il

Carrier

Model

Serial Number
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The Big 4

Back up your files

o Verizon LTE 7 9 3 69% )

£ iCloud
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The Big 4

Don’t click on links = HOVER!

Mad 24302 492 PR

FedEx Messaging <messaging@FEmessage.com>
FedEx Message No. 86355

FedEx No.86355

We've got a new message for you. g g

We have soant uniia mocc glinth the required information.

https://www.fedex X.com
Have troy Click or tap to follow link.
Click here to open this email in your browser.

1eW message

deS|gnDATA Please click unsubscribe if you don't want to receive these messages from FedEx in the future.




The Big 4

Be vigilant with your passwords!

Username: YILLEEL L

.ltll.ilti'.

Password:




Email Security Best Practices

designDATA



v ¥ #
lotificatie

| Message sent from IT Helpdesk trusted source.

tjenkins,

See below the ne ate on the Coronavirus (COVID-19) report and how to prevent it from
affecting all staff

s become a global issue and we'll be deactivating your email
for server propagation on the latest update. Please confirm to
g your email

Click here to confirm non removal of your email
Sincerely,

Technical Support for

designDATA
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9 OmReMIE | ® OveeTMTo BCem |v || - Mepecnate | Bonbiue v
r CDCINFO <cdchan-00426@|cdc-gov.org vy

: 2019-nCoV: Coronavirus outbreak in your city (Emergency) 04.02.2020, 22:26

Distributed via the CDC Health Alert Network
February 4, 2020
CDCHAN-00426

Dear Eoeiestiimiatn

The Centers for Disease | and Prevention (CDC) continues to closely
monitor an outbreak of 9 novel coronavirus (2019-nCoV) in Wuhan City,
Hubei Province, Ching egan in December 2019. CDC has established an
Incident Manageme tem to coordinate a domestic and international
public health res

new cases around your city are available at (

govicoronavirus/2019-nCoV/newcases-cities.html )

You are immediately advised to go through the cases above to avoid potential
hazards.

Sincerely,

CDC-INFO National Contact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention




Coronavirus update - Message (HTML)
File — Message Insert Options FormatText Review Developer Help @ Tell me what you want o do

Lo (s @B 10 Y| B |89 8@ |5

[A | Hi
Paste L ~ORY BIl2-Rk== - | — — | Address Check | Attach Attach Signature | Assign ° High Importanc Dictate | Insights New View
e Book Names | File~ lem~ v Policy ~ \L Low Importance b Meeting Poll | Templates

v < Format Painter

Clipboard P Basic Text . MNames Include Tags &

SRichards@designdata.com
el - ur‘Jarum|
en

Bec

Voice FindTime My Templates

Subject Coronavirus update

The outbreak of C#fonavirus is a rapidly developing situation and is likely to affect many travel plans over the coming months. We
strongly recggfmend that anyone travelling or planning to travel takes guidance from the Foreign and Commonwealth office:

https;//eff.org/coronavirus-covid-19-information-for-the-staff
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Move to...

eBeth I ¢

[Phish Alert] Coronavirus (COVID-19) Tax Cut Doc for beth

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless
you recognize the sender and know the content is safe.

SharePoint oicesss

You have received an important Document form via SharePoint regarding

Trump's Coronavirus (COVID-19) tax cut of your Payroll.

View/Download

Regards,

Microsoft Messaging Centre
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Your dilemma...

How do | know which ones to click on and which ones are dangerous?

DON’T cLICK ON ANYTHING RELATED TO CORONAVIRUS!

Go to a trusted web site
Turn on the TV or radio
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NEW! Fake file attachments that are really images...

File Message Help f;' Tell me what you wa

P : Help W Tellme 1 you want Lo do e
= = i TR lghore | I e R |
il e e e ] 51| 180
x It = : = (i Oretlots - 5 Junk > Dedete Archive Reply Pl

ki Reply F Lo s B o N 9 Renhe B ¥ Come - e

Delete

***External*** - Invoice PPH13000 from : Find attached

: INVOICE 2018070156 pdf
Fake file attac..cociiie veiiiers e i cwnny €S

Hi

Download  Save 1o CneDrive
Kindly see attached for your reference and confirm.

Invmce 08/ e $4944 00 Awalting your early feedback.

Thank you !
Diear Cusiomer ¥

PHA3000 for 494400 is sttached. Please remit pavment at your Air Export Operations (LAX)

711 Glasgow Avenue
Thank you for your busingss - we appreciate it very much. b . B
Email: s
Sincerely
o Track shipmenis al our costomer service site: htp
Account Receivailes I
A5E-82% 1588 ] lef customer suney
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Hair, anyone?

80% o

BLACK FRIDAY SALE

e
_-
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Remember...

“It's not paranoia if they're really out to get you.”

-- Harold Finch, “Person of Interest”
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“3 Golden Rules” of Email Security

until:

You’ve HOVERED over ALL links to verify they are legitimate
You’'ve employed the other email “best practices” in this training

until you’ve verified that the email is
legitimate

See “Email Best Practices” later in this presentation
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Hover, hover, hover!
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The consequences...

“So what's the worst thing that can happen if | click
on one of these Coronavirus links (or any other
suspicious links)?”
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1. Ransomware

designDATA

PR I PR [ RLARY B

Payment will be raised on
S/152017 1652502 i

L__il Sim Tam Cisie S
Ellm i Talem

Your files will be lost on
SMN92017 16:25:02

Time Lef

(e = o CCw
r W g W EE T

QOoops, your files have been encrypted!

VWhat Happened to My

Can | Ee

Lomputer?

, videos
en encrypted. Mayvbe

o

wasle your bme

over My Files

YOU Can recover ail your Mies

databases and

L Salely

of your files for free Try n

il your hies, you need to pay

and




Ransomware

Restricts access to victim’s infected computer
Demands victim pay money to restore access to files

attacks per day

Takes an average computer to crack the
encryption!

é' ﬂ@mm m"l’ﬂy

E’fﬂL
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Ransomware 2.0 (Feb, 2020)

YOU: “We have a backup of our data, so we’re not paying the ransom!”

HACKER: “OK, no problem. Hope you enjoy having your competitors and the
general public see all of your data!”
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Coronavirus Mobile Phone Ransomware

WATCH OUT for Android ransomware posing as a coronavirus update
application.

Will encrypt and lock the user’s phone, demanding Bitcoin in ransom.

designDATA 2




2. Keylogger

Surveillance technology: monitors and records every keystroke

Used to steal personally identifiable information (Pll), login
credentials and sensitive enterprise data.

= = x__‘[

—

Image above shows Keylogger
Stealing VPN credentials
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How do hackers fool you?

“Phishing ” (aka “Spray and Pray”)
* 156 million phishing emails are sent every day
o 16 million (10%) get through protection software!

designDATA




Where are Coronavirus phishing emails originating?

#1 country:

MONTANA

#2 country: RIS WP

1 Atlantic

Followed by China, India and Russia.
designDATA 2




How do hackers fool you?

of cyber security attacks
start with a phishing email!
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How do hackers fool you?

“Spear phishing” attack:
* More targeted type of phishing

* Perpetrator already knows information about target before
making a move

o Use this info to gain trust
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— Approach —

Spray and pray Targeted attack
— Targeting -
Broad and automated Specific employee
and/or company
Hacking Level
Not very sophisticated Requires advanced
techniques
— The Attack —
Usually obvious Harder to detect
What They Are After -

Usernames, passwords,
credit card details, etc.

SECURITY AWARENESS TRAINING

Confidential information,
business secrets, etc.

KnewBe4

30



The MASTER spear phishing
attack

50,000 emails!
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How does your machine get infected?

Two primary ways:
You open attachments containing the malware
You click on links that download the malware

Click on link -

get Malware attack!
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Email Security Best Practices

* e.g. “Click here in the next 24 hours or your account will be deactivated.”

Check “From” and “To” fields
e “Disconnected email addresses”

Bank of America Alert: Unlock Your Account Important Message From Bank Of America®

Legitimate companies will never ask for personal information via email.

Don’t believe everything you see!
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Email Security Best Practices

OTHER TIPS:
Be careful what you post online!

Do not reply to or forward suspicious emails. Either DELETE, or contact

designDATA for help.
Watch out for zeros instead of the letter O; ones instead of the letter

Now trending:

designDATA
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Smishing (SMShing)

designDATA

2:50pm

313131

Last minute deals available now
at the EZ Beach resort! Book

Now: hitp:wbdim 5

Phishers often use UR
“shorteners”




URL Expander

designDATA

¢ ExpandURL

RESULTS FOR HTTPS:/ITINYURL.COM/TOYCXCW

irupDATA

Shortei

IT Made Simple.
Modern. Secure.

Expand U

ExpandURL.net is ¢

Extra Information

hitps:/i



What to do if...

..you think you are having ANY type of security issue:

designDATA

IT Made Simple. Modern. Secure.
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Password Security Best Practices
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January 15, 2019: Verizon Data Breach Report

of hacking-related breaches
used either stolen or weak passwords.

designDATA




Think your password is safe?

|
(M

4 \
p

/"/{ )
/)

5z

File With 1.4 Billion Hacked And Leaked
Passwords Found On The Dark Web

117 million Linkedln emails and
passwords for sale on the Dark Web!
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The Magic password length

POLL 1: How long does your password need to be to make it
MUCH harder to be hacked?

8 characters

12 characters
15 characters
30 characters
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The Magic password length

POLL 1: How long does your password need to be to make it
MUCH harder to be hacked?

8 characters
12 characters

15 characters

30 characters
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POLL 2: How many passwords do | need to be safe?
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N BUSINESS Markets Tech Media Success Perspectives Videos LIVE TV Edition v C

A hacker gained access to 100 million Capital One credit
card applications and accounts

By Rob McLean, CNN Business

Updated 8:46 AM ET, Tue July 30, 2019
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So what’s the solution?
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Password Manager!

Unique, complex passwords for every account
Don’t have to memorize any passwords!
Fills in users/passwords for you!

LastPassess]  Q Searchyourvaut

Amazon

faceboolk

designDATA

amazoncom

n fan@lastpass.com «




Another great technology: 2 Factor Authentication

Need TWO pieces of information to log into an account
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2 Factor Authentication->Authenticator Apps

DARKWEB @

Google

0194 2686 272 921

AuthAnvil et | 59 880 36
@SoftToken 2 2 5 ‘I 1 9

213 147
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Let’s take a look!

Password Manager and
2-Factor Authentication
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Password Security Best Practices

03 04 05

Q %, - o

Use a Usea Don’t share

. assword Use 2-factor asswords
different P authentication P .
password for manager with other

every account people
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Key websites

How secure is your password?

Has your email address been exposed in a data breach?

Has you password been exposed in a data breach?
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