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General Cybersecurity Best Practices

Email Security Best Practices

Password Security Best Practices

AGENDA



General Computer Security Tips



1. Keep all software, apps, browsers, hardware, etc. on the most current 
version

The Big 4



2. Back up your files

The Big 4



3. Don’t click on links  HOVER!

The Big 4



4. Be vigilant with your passwords!

The Big 4



Email Security Best Practices
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How do I know which ones to click on and which ones are dangerous?

1. Go to a trusted web site
2. Turn on the TV or radio

Your dilemma…



NEW! Fake file attachments that are really images…



Hair, anyone?



“It's not paranoia if they're really out to get you.”

-- Harold Finch, “Person of Interest”

Remember…



1. NEVER click on any link until:
o You’ve HOVERED over ALL links to verify they are legitimate 
o You’ve employed the other email “best practices” in this training

2. NEVER click on an attachment until you’ve verified that the email is 
legitimate
o See “Email Best Practices” later in this presentation

3. SLOW DOWN and actually READ your emails!

“3 Golden Rules” of Email Security



Let’s take a look!

Hover, hover, hover!
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“So what’s the worst thing that can happen if I click 
on one of these Coronavirus links (or any other 
suspicious links)?”

The consequences…



1. Ransomware



o Restricts access to victim’s infected computer
o Demands victim pay money to restore access to files 

o 40,000 attacks per day

o Takes an average computer 6 trillion years to crack the 
encryption!

Ransomware



YOU: “We have a backup of our data, so we’re not paying the ransom!”

HACKER: “OK, no problem. Hope you enjoy having your competitors and the 
general public see all of your data!”

Imagine every email you and your employees have ever 
written out there on the Internet!

Ransomware 2.0 (Feb, 2020)
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• WATCH OUT for Android ransomware posing as a coronavirus update 
application. 
oWill encrypt and lock the user’s phone, demanding Bitcoin in ransom.

Coronavirus Mobile Phone Ransomware



o Surveillance technology: monitors and records every keystroke 
o Used to steal personally identifiable information (PII), login 

credentials and sensitive enterprise data. 

2. Keylogger



o “Phishing ” (aka “Spray and Pray”)
• 156 million phishing emails are sent every day
o 16 million (10%) get through protection software!

How do hackers fool you?
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• #1 country:

• #2 country: 

• Followed by China, India and Russia.

Where are Coronavirus phishing emails originating?



91% of cyber security attacks 
start with a phishing email!

How do hackers fool you?



o“Spear phishing” attack:
• More targeted type of phishing
• Perpetrator already knows information about target before 

making a move
oUse this info to gain trust

How do hackers fool you?
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The MASTER spear phishing 
attack

50,000 emails!



Two primary ways:
1. You open attachments containing the malware
2. You click on links that download the malware 

How does your machine get infected?



ALWAYS:

1. Beware of threatening language
• e.g. “Click here in the next 24 hours or your account will be deactivated.”

2. Check “From” and “To” fields
• “Disconnected email addresses”

3. Legitimate companies will never ask for personal information via email.
4. Don’t believe everything you see!

Email Security Best Practices



OTHER TIPS:
1. Be careful what you post online!
2. Do not reply to or forward suspicious emails.  Either DELETE, or contact 

designDATA for help. 
3. Watch out for zeros instead of the letter O; ones instead of the letter “l”
o G00gle.com

4. Now trending: citìbank.com

Email Security Best Practices



Smishing (SMShing) 

Phishers often use URL 
“shorteners”



URL Expander



…you think you are having ANY type of security issue:

Contact the designDATA Service Desk!

What to do if…



Password Security Best Practices



81% 
of hacking-related breaches

used either stolen or weak passwords.

January 15, 2019: Verizon Data Breach Report



Think your password is safe?



• POLL 1: How long does your password need to be to make it 
MUCH harder to be hacked?

A. 8 characters
B. 12 characters
C. 15 characters
D. 30 characters

The Magic password length



• POLL 1: How long does your password need to be to make it 
MUCH harder to be hacked?

A. 8 characters
B. 12 characters

C. 15 characters
D. 30 characters

The Magic password length



• To be truly safe, you should use a different password for EVERY 
account.

POLL 2: How many passwords do I need to be safe?





So what’s the solution?



 Unique, complex passwords for every account
 Don’t have to memorize any passwords!
 Fills in users/passwords for you!

Password Manager!



• Need TWO pieces of information to log into an account

Another great technology: 2 Factor Authentication



2 Factor Authentication->Authenticator Apps



Let’s take a look!



Password Security Best Practices
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Use a 
different 

password for 
every account

Use complex 
passwords

Use a 
password 
manager

Use 2-factor 
authentication
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Don’t share 
passwords 
with other 

people
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 How secure is your password?
https://lastpass.com/howsecure.php

 Has your email address been exposed in a data breach?
https://haveibeenpwned.com/

 Has you password been exposed in a data breach?
https://haveibeenpwned.com/Passwords

Key websites


